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CYBER SECURITY 
RISKS WHEN WORKING 
FROM HOME



Online Community Knowledge Bank Learning Platform 

An online community for 
internal auditors to 
collaborate and add 

value to our 
organizations.

A knowledge bank of 
resources and tools 

where we can 
contribute and 

comment.

A learning platform 
to tap into our 

collective knowledge 
in live events and 

self-paced courses.

ABOUT 
AUDITOPIA



We will use Zoom  
chat for questions  

and discussion

We will use polls to see 
collect perspectives 
and gather feedback

During discussions,  
please raise your  

hand and come off  
mute to share your 

thoughts

We encourage you  
to keep your video  
on, to allow for a  
more engaging  

experience

Please complete  
our end of session  
survey. Feedback 
makes us better!

NOT YOUR TYPICAL  WEBINAR...
This is a community-based knowledge exchange opportunity and 

we want to make this as  interactive as possible!

During discussions, it’s ok to just share only your first name or alias and if desired, the industry you are in!



INTRODUCTIONS



Director of Corporate Audit

Gary Berrigan

WE’RE YOUR HOSTS  
TODAY!

After working as a consultant for many years, 
Gary has recently joined a tech firm as 
Director of Corporate Audit.

Started As A financial Analyst With The FBI, Leading  
To Investigator Roles For KPMG, New York Life And  
Interpublic Group Of Companies.

Began Sox Compliance In 2004 While With  
Interpublic And Have Led Several Organizations  
Sox Compliance Efforts Since.



Ice Breaker

Awareness of Security Threats When 
Working Remotely 

Security Issues Upon Returning to the 
Office

Increase Security Awareness within your 
Organization

 Wrap Up

Our Session Today



ICE BREAKER



Ice Breaker

What do we have in common?

We’ll be using the polling feature. Select your answer to these questions.   Votes are anonymous!  

What Type Of Organization Do You Work For?

Public Private Government



Live Cyber Threat Map | Check Point

https://threatmap.checkpoint.com/


AWARENESS OF 
SECURITY THREATS



Security Threats: Social Engineering

● What is it? The art of manipulating people 
into performing actions or divulging 
confidential information, rather than by 
breaking in.

● All social engineering techniques are based on 
specific attributes of human decision-making.

● It hacks the human and not the technology.



Security Threats: Phishing

● From ransomware attacks to malware 
infections stemming from people clicking on 
bogus URLs, fake websites, and malicious 
attachments, phishing is one of the most 
common and most potent forms of social 
engineering attacks. 



1. Security Threats: Phishing Emails

● What is it? The act of sending email that 
falsely claims to be from a legitimate 
organization or co-worker. 

● CEO Fraud, also known as Business Email 
Compromise, is a $26 billion scam according 
to the FBI. (2016-2019)



Security Threats: Categories of Phishing
Email Type This is known as...

It looks so real - it uses your name, phone 
and refers to a colleague you know

Spear Phishing

Asks you to transfer money or send sensitive 
information by impersonating a real 
company executive

Whaling

Appears to have come from a file sharing site 
like Dropbox or Google drive, alerting you 
that a document has been shared with you.
An App that seeks permission.

Shared Document Phishing
Consent Phishing

Phishing over phone calls (voice + phishing) Vishing

The user is targeted by using SMS alerts Smishing



Group Discussion

Has Your Organization Encountered Phishing Attacks?

● How did you react? 

● What preventative measures do you have in place?

● Thoughts on how internal audit raise the awareness of threats? Let’s hear from 
you!  😊

Raise your hand, 
to come off mute 

and share
OR

 write it in the chat!



Recent e-mail from Netflix about my account

Invoice Date
Invoice #
Due Date

Login

Not grammatically correct

That doesn’t look like Netflix

Known as 
Homograph attack



What Can I Do About This? 
Take a moment and examine the email carefully 
before opening!

● Be aware of email address that look close but 
are not exact - phishing addresses may end in .co

● Be aware of logos that feel a bit off, as well as 
misspellings or grammatical errors

● Be aware of emails that request passwords, 
personal information or money

MOST IMPORTANTLY:  Do not click on any links or 
download attachments unless you are positive you 
know the sender!



2. Security Threats: Malware

Malware

Virus

Trojans

Spyware

Ransomware

Adware

Attach themselves to files and infect other files 

Disguises itself as legitimate software and creates 
backdoors in your security to let other malware in

It spys on you.  It hides in the background and takes 
notes on everything you do online

It locks down your computer and files and 
threatens to erase everything unless you pay a 
ransom

Aggressive advertising software that can undermine 
your security just to serve ads



3. Other Security Threats

Brute Force
cryptographic hack that relies on guessing possible combinations of a 
targeted password until the correct password is discovered

Denial of Service
a cyber-attack in which the perpetrator seeks to make a machine or network 
resource unavailable to its intended users 

Man-in-the-middle
a cyberattack where the attacker secretly relays and possibly alters the 
communications between two parties 

Pharming a cyberattack intended to redirect a website's traffic to another, fake site

Salami a small attack that can be repeated many times very efficiently

Botnets
A network of infected computers that are made to work together under the 
control of an attacker



What Can I Do About This? 
● Think twice before clicking on links or 

downloading anything

● Ensure your wifi is set to the appropriate security 
settings

● Do not connect to public networks, but if you have 
to, use a 4G/5G hotspot from your work phone 
or other mobile wifi device

● If you have to connect to an untrusted wireless 
network, do not share company or personal 
credentials



Polling Question

What Can I Do About This?

We’ll be using the polling feature. Select your answer to these questions.   Votes are anonymous!  

We have a 
Phishing Alert 
button within 

our email

Regular quarterly 
communication 

with IT

Don’t know. Not 
in my job 

description

I’ve Encountered an IT Security Deficiency, Now What?



Security and the Audit Committee

Defensive Mechanisms



SECURITY ISSUES UPON 
RETURNING TO THE OFFICE



Which Device Are You Using? 
Upon return to the office, determine if the employee was:

● Using a personal device

● Company owned and managed device



Personally Owned Devices

Risks with accessing email via 
phones

When assessing risk on personally owned 
devices:

● Who has access to the device you are using?

● Do children access and download games?

● Can these downloads install spyware?

Risks with accessing mail via 
Office 365/ OneDrive/VPN

Is there a policy to ensure that when using 
your device that you are not using your 
personal O365 tools, including OneDrive?



Company Owned Devices

Security parameters will 
limit access to 

downloads

Were restrictions eased 
with work from home 

model?

Have patching protocols 
been maintained?

Using wifi that is not 
company controlled



What Does Going Back Look Like?

What does your company’s proposed “return to work” 
schedule look like?

Do you have:

● Policies for those who won’t or can’t go back to 
the office due to fear or health

● Will you be going back by department or on a 
rotating schedule?

● Will you be implementing a hoteling type of 
return?



INCREASE SECURITY 
AWARENESS



Security Awareness
Now is a good time to be diligent!

Be prepared:

● For bad actors! With remote workers having access 
to data, information and the network, warn your 
team to expect more phishing scams

● For urgent requests that break company policy. 
Pay attention to the details of the request for 
language or details that are slightly wrong

● To help employees understand why connecting 
with free VPNs are a bad idea - these connections 
can extract sensitive information from your network 
without you realizing it.



Increase Security Awareness
How can you help increase security awareness within 
an organizational culture?

● Have a solid understanding of conditional access 
policies and what up-to-date protection all devices 
should have

● Know who to contact and how to get support when 
needed

● Education
○ Hang security awareness posters
○ Security awareness content on intranet
○ Training videos, simulations and tests

● To reduce risk, cybersecurity training must focus on 
the goal of behavior change.



Polling Question

Security Awareness

We’ll be using the polling feature. Select your answer to these questions.   Votes are anonymous!  

Third-party online 
training 

(Knowb4, Thompson Reuters)

Internal IT training This presentation

What type of training have you had?



ADDITIONAL 
RESOURCES



Additional Resources

Go to Share Resources on 
Auditopia.com to access the 
IT Security Questionnaire 
For Physical and Logical 
Access. 

https://auditopia.com/it-security-questionnaire/
https://auditopia.com/it-security-questionnaire/
https://auditopia.com/it-security-questionnaire/


Go to Share Resources 
on Auditopia.com to 
access the Auditing in 
a Cyber World 
questionnaire.

Additional Resources

https://auditopia.com/auditing-in-a-cyber-world/
https://auditopia.com/auditing-in-a-cyber-world/


● National Institute of Standards and 
Technology | NIST 
nist.gov

● Center for Internet Security 
cisecurity.org/controls

● ISACA 
isaca.org/resources/cybersecurity

Additional Resources

http://nist.gov
http://cisecurity.org/controls
http://isaca.org/resources/cybersecurity


Share a Resource

Share a resource with the 
Auditopia community so we can all 
add value to our organizations.

Here is how:

● Send it to 
resources@auditopia.com

or:

● Use the upload function on 
auditopia.com/resources

mailto:resources@auditopia.com
https://auditopia.com/resources/


We’d Like Your Feedback!

Please complete this short 
survey:

tinyurl.com/kwjzesns

https://tinyurl.com/kwjzesns


info@auditopia.com

Thank you! 
See you on Auditopia.

Follow us on social to keep up with our latest news 
and please be in touch if you’d like to be a (co-)host for an event:


